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ARICLIW G mGuard, PG 3GHS 2% A6, 35 s a0l ik Internet 3 37 VPN $2 . B ¢ mGuard2 (FL
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1. Eeios By s, AN IPHHE A SnGuard2 (I LAN T BRI TPHEHE (192, 168. 1. 1) [FIMEE, I

192. 168. 1. 10,

Internet Hp¥ (ICE/IP) E#

O B=h#EiE I Mtk @
@ ERATER I Mt s):

@ EATEN i BES3HhiE E):
Bik s JREERE):

=M s RS0

=
IR PR ThER , MIAT ISR Babiifay
ERENFERGEEERLFESN IF w8

IF &E&. HMl.

IF Hik (1) 192 168 . 1 .10
F RS () 255 .255 .255 . 0
BhARI (D)

((wm= | [ %&
2. MELEBEATLL Ping 18 mGuard?2 ff) LAN [H.
oo C:\WINDO¥WS\=y=teni2\CHD. exe
IC:*\Documents and Settingssuguochun?ping 192 .168.1.1
Pinging 192_168.1.1 with 32 hytes of data:
Reply from 192_168_1.1: byte=s=32 time=1imz TTL=64
Reply from 192 _168_1.1: byte==32 time{imz TTL=64
Reply from 192 _168_1.1: byte==32 time{imz TTL=64
Reply from 192 _168_1.1: byte==32 time{imz TTL=64
Ping statistics for 192.168.1.1:
Packets: Sent = 4. Received = 4, Lost = B (Bx loss>,
Approximate round trip times in milli-seconds:
Hinimum = Bms. Maximum = 1ms. Average = Bms
IC:“Documents and Settings‘>xuguochun>
3. {EIEN Y28 i mGuard2 (I LAN T ERIA TP AL V) i mGuard2 [ c & Fifl, 8 Ahttps://192.168. 1.1, 2k
WH 4 admin, Zf%: mGuard.
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2} mGuard (mguard) — Nicrosoft Internet Ezplorer

EHE FEE EFC OWWO IRO o

Qrt- Q- KA G Prx Jowwx @ R- LS LKA

Hiht 0 F@ https://192 165.1. 1/

DT

INSPIRING INNOVATIONS

User Mame: | gadmin

Aooess Type: | Aciministration

[.

4. #E N Network >> Interfaces, ¥ Network Mode ¥ % A Router, iEFEAHMN 1) Router Mode:
Static/DHCP/PPPoE/PPTP, Zfi| bt DHCP A=, (TR s S Br v Ak FEAd ki)

System Settings

Web Settings
Licensing

Update

Configuration Profiles
SHMP

Central Management
Restart

| Metwork |
Interfaces
HAT

DHS

DHCP

Proxy Settings

Authentication

Network Security
IPsec VPN

QoS
Redundancy

Network » Interfaces

J General |_| Ethernet |_| Dial-out u Dial-in |_| Modem / Console |

Network Status

External IP address 18216811

Active Defautroute  (none)

Uszed DMS servers  DME Root Servers

Network Mode

Metwork Mode
Router Made

Internal Networks

Internal IP=
trusted port)

0 b4 192.168.1.1 2952552350
"y

5. Apply & B G~

Management
Network

Hetwork » Interfaces

Modem / Console

Interfaces
HAT

DHS

DHCP

Proxy Settings

J General U Ethernet u Dial-out |_| Dial-in u

Netwaork Status
diciR = B

External IP address 19216810100
Active Defaultroute 192 168.10.253

Uzed DMNS servers DN

Network Mode

Metweork Mode

| Router Mode

6. T mGuard2 f¥) LAN )5 (¥ ¥ & TP Huhik43 B4 >A DHCP #E=f19) DHCP #E =,
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DHCP # =,
1. Network >> DHCP, DHCP #izUi%k$E Server,

S Oy
—_

_Illilliﬂiﬂ o DHCP
== | Internal DHCP | | External DHCP |

Interfaces
HAT Mode

DHS

DHCP DHCP moce:

Proxy Settings

DHCP Server Options

e
L
(IPsecWPN 000 |
b
%
b

Enable dynamic P address pool

DHCP leaze time

Server W

ez W

14400

DFICP range start [192.168.1.100 T

DHCP range end  |192 165.1.199

Local netmask
Broadoast address

Default gateway

299.255.235.0

192 168.1.253

19216811

DM zerver [192.168.1.1

WS server

192.168.1.2

Static Mapping s 3¢ [ T A T

6. 1. 2. JEAHL TP Huhk & DNS R 2522 Huht ik F 2h3K 15 .

Internet Hp¥ (ICE/IP) E#

| sRRE|

IDRFEE 2 RRELThER » WIATL

O FERATE 0 RS8Rt

B Bzh
ERENFERGEEERLFESN IF w8

(® BshErig o MRS SR @)

E):

[
[

d5iRA TP . T,

WE Bin

6.2. I DHCP st
6.2. 1. Network >> DHCP, DHCP #z{UiE+% Disabled,

FEREHBRSTFEAF
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Management Network » DHCP

Hetwork

Internal DHCP I_I External DHCP
Made

DHCP CHCP mode | Disabled

Proxy Settings
Authentication
Hetwork Security
IPsec VPN

Global
Connections

6.2.2. fRIEANL TP HuhlkY mGuard?2 1) LAN [IERIA TP Huhl (192.168. 1. 1) FEIME:, BRIAME K& DNS RS
ZE AT H mGuard?2 f¥) LAN BRI TP Hiuhlk,

Internet Hp¥ (ICE/IP) E#

=
IDRPIEE T RRELThER » WIATLLEEEe Bahisifed TP RE. T,
ERENFEREEERFSESN IF wE.

O B=h#EiE I Mtk @
@ ERATE IF Mk E):

IF Hik (1) 192 168 . 1 .10
FRERV:
BhiAF 0 192 188 . 1 .1

Behiti iz fRsaRHiil B)
@ FERTES e RSt €

Bik 0ys REERE): 192 168 . 1 . 1]
sRmsEsme [ |
TRE HiE

7. #E AN Network >> NAT, i% B Network Address Translation/IP Masquerading . #k45 ¥ & N
External/0.0.0.0/0, BJAVEATA NI BE&VHAMNN

Management Network » NAT

J Masquerading |_| IP and Port Forwarding ‘

Interfaces
HAT Network Address Translation/IP Masquerading
DHS

DHCP X Outgoing on Interface . Fmome | . comment]
proySctinge ¢ 0 —

HNetwork Security

IP=ec VPN These mies fet you specify wiich IP addresses (normally addresses within the private address space) are to be rewritten to the mGuard's IP address.
Please pote. These riles won't apply to the Stealth mode.

Redundancy

1:1 NAT

HX Local network External network | Hetmask | Enable ARP [ ]

Please note: These vules only apply to the network made "Router” and if the router mode is set to “static” or "OHCP.

8. 5 A mGuard2 ff] Machine Certificate, #EA Authentication >> Certificates, &+t mGuard i)
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Machine Certificate (mGuard2 HHK. pl2 M) , FANIEPBHZELG A import SN GIEBRIHIME
TSRS .

Fy TR@ #FHw

= N — HAE P S
B P Jowmn @ R- L= LR &
EHEE D [ nouwrdEH | @Bk E-
ndex. czi
WARNING: THE ROOT PASSWORD IS NOT CONFIGURH 7 :zz:i :’1';
WARNING: THE ADNIN PASSWORD IS NOT CONFIGUR] =,

miuard? ert

Logged in a5 "admin® with role *admin® fram 192.168.1

D, txt

| Certificate settings | ‘ Machine Certificates I ‘ CA Certificates ‘

Machine Certificates

€,
@
R
H X %aﬂﬁ et
Subject Q
il L28RE

Subject Afternative Names

lzsuer
walidty From o Itk ) [nGueraz. p12 ~| HF Q) |
O Fingerprint. 1S HHZR @) AT =1 B

Shartname | |
Upload PKCS#12  Fllaname: |—|mﬂm
Password,
';1 Dowvnload Certificate M

9. 3t N Network Security >> Packet Filter, 7t Incoming rules FI Outgoing rules |, X &

Protocol &  “Al11” , From TP K “0.0.0.0/0” , To TP X “0.0.0.0/0” , Action A
“Accept” -

| Incoming Rules. || Outgoing Rules H Rule Records H MAC Filtering H Advanced

Incoming

General firewall sefting | Use the firewall ruleset below

Lo 10 -t - NPDELE ST 19520065 D051

§ 01 [Btema 9| [o000n || | |oooon | | [accent v | |

ThesE fules SPEcity which traffic from the outside is alfowed to pass to the Inside.
Please note. Port settings are only meaningfu! for TCP and UDP!

Log entries for unknown connection

attempts? 1O ¥
Incoming Rules H Outgoing Rules H Rule Records H MAC Filtering H Advanced
Qutgoing
General firewall setting | Lise the firewall ruleset below v
Loy 10 0 a1 2560300 5 167030595
FO1 [a ¥ |poooo | [ | [p.00.0m | [ | [Accept w|  [detaut ruie | v >

These ruies specify which iraffic from the inside is allowed to pass o the outside.
Flease pote: Poit SEtngs are only meaningrul for TGP and UDPI

Log entries for unknown connection

attempts? LM%

10. #E IPsec VPN >> Connections, BIZE—A VPN %32, & X Name, iy Edit 3 AAHN 8 S 5
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Connections

¢0 s | [ ]

A, mGuard2 4 192.168.1 M E (mGuard2 1) LAN O & HEEE&SHMED) 5 192, 168. 11 MW B
(mGuardl ) LAN [ Az HLJ5 ¥ 4% i 0 BE) 22 1) VPN I8 A 2600 . A0 R e e int, bt 2ot 8 N i

| General H Authentication || Firewall H IKE Options |

Options

2 descriptive name for the connection ‘VPNTES“

Enabled

Address of the remaote site's VPN getesay
(Ether an IP address, & hostname, or '% _ 2 FIPHL
any' for any IP, mutiple clierts or clients 105111.13.248 SHAMWABLE 1t

behind & NAT gateway )

Interface to use for gatewway setting %any
Connection s‘tartu FmF
Encapsulate the WP traffic in TCP

Transport and Tunnel Settings
| Enableda | 0 Type | loem ] . pemote |  Acion |

11, VPN W — ARPEUE R UGIE
#t N\ TPsec VPN >> Connections >> VPNTest, ff Local X.509 Certificate FiEFEZ i S AK
Machine Certificate, 4% Remote Certificate (mGuardl . crt X)) .

lzoft Internet Explorer

W TRD o EHREED: | nouardiEH x| & @ kB
P () o \;"l— Wik {02 - -:\ = | Y =1 1. ert
_Ij V= y £ @ E_< = = _J ﬂ L‘&b FAnGnardl. p12
P— BRI EaGuwrez. ort
7 1 = FAnGuard?. p12
WARNING: THE ROOT PASSWORD IS NOT CONFIGURED] @ O T,

WARNING: THE ADMIN PASSWORD IS NOT CONFIGUREDY &

Logged in as "admin® with role "admin’ from 192.168.1.10

General || Authentication H Firewall H IKE Options | 3
: | | j A

Authentication .‘g
Authertication method | % 509 Certificate v P L+
Lacal % 509 Certificate

Remate CA Certificate | Mo CA cerificate, but the Remote Certificate below | ks ) imGuardl. crt .:j 1F @ I
Remote Certificate MO Certificats installed. TR |BRAIE . 8) | HiH

Fileniame (*pem): | |[(ATE.... ]%D

VPN ldentifier

IXFE mGuard2 (B E e,

12. S8R5 7R mGuard1 i 3G 4% FH 28 O EC e a0
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< 3

R PIERRE
R E

EA B R RS L R E AR R RIS ThEE .

REFEE
IP HihE
TP
MAC Hitik
DHCP 258
=g 1P Hudk

5T IP Hudk

JA P i e

BmOes

wE

IPHiHE

#+FliRA

PR E

P

T

B FFME B A2

LT

WS IPHHE
1 192.168.169.2
2 - 192.1658.169.2

FEEE Il EfERd CiEE

) (i
i ¢ ¥
FERRE Frkis FimEg

[192.168 169.1

2552565 255.0
acaTCOF18:15
| PR -85 =

[192.168 169.2

|192.168.169.254

] m

(B =]
192.168.169.2]
f4s00]
4500
TURT
|
SHRERE PIFTHO s 3
500 500 UDP
4500 4500 UDFP

ﬁ&wﬁ| §&|

13. mGuardl ¥ Network >> Interfaces T[N :
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J General u Ethernet u Dial-out U Dial-in U Modem / Console
Network Status

External IP acidress  192.168.169.2 B3 ciEHE BzhAHA0

Active Defautroute 1921681691

Used DNS servers 1921681691

Network Mode

Metwvork Mode Rumsrll

Router Maocde |DHCP - = |

Internal Networks

Internal IPs . .....w | Hetmask | usewian |  wvianD |
trusted port
‘ e HX 192 168 111 mGuand IFILANCI PHE 255 255 255.0 T
A | —

Additional Internal Routes 3§ [ T

14. mGuardl ) IPsec VPN >> Connections >> VPNtest T E

J General |_| Authentication |_| Firewall |_| IKE Options |

Options

A descriptive name for the connection IvPNtest

Enahled I‘r’es YI

Address of the remote site's YPN gatevvay
(Either an IP address, a hostname, or '%(L_)
. X N X Tadny

any' for any IP, muttiple clients or cliernts
behind a MAT gateveay.)

Irterface to use for gatewsy setting Sany IEx‘ternaI ;l ID.D.D.D

Connection startugp

Encapsulate the %PN traffic in TCP IND I

Transport and Tunnel Settings

A4 enablea |  tpe ) woem |  Remote |

£ [ves =] % [tez 16811 0724 [182.185.1 0124

15. mGuardl NAT #%®, Packet Filter % B2 Y mGuard2 #AE], mGuardl BIIEH S A TS mGuard? 4
Iao

16. &%%F mGuard [¥] VPN IEERIRAS
#EN IPsec VPN >> IPsec Status, /i Update M, 1% GUEEAL T A7 IR AR 24 17 1AL A8 255
AR . NEh) mGuard2 ) IPsec Status 15 /5.

Gateway 192.168.10.100 106.11113.248 SRR WP 2 STATE GUICK, I2 (sert €12, Psec S4
VPNTest established) T established)
(MAISI9434BET 1) yyaric 1921681 0024 192468.11.024 o
lSeitby ;D&fﬁcsgéj SRR Algorithm: 3DES_0-HMAC_MDS
™ C=CN, ST=Jiang=su, L=Nanjing, 0=Phoenix Contact, C=CN, ST=Jiangsu, L=Nanjing, 0=Phoenix Contact,
OU=RBUC, CN=mGuard? OL=RBUC, CH=mGuard1 L Lifetime: 277005
Litetime: 2777s

Loeal Remote

FEERABRSPEHAF BRI E#LL: +86-25-52102908
BERILTHRXI R 36 5 B FHEf: CCAX@phoenixcontact.com.cn



